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Purpose and Scope
· The purpose of this policy is as follows:
· To safeguard the information assets of [YOUR BUSINESS]
· To prevent the loss of data in the case of accidental deletion, system failure, disaster event, cybercrime attack, data corruption, audit/archival requests from legal entities, [OTHER REASON]. 
· To enable timely restoration of data, should such above cases occur.
· To manage and secure backup processes and the tools employed in that process.
· This policy applies to all servers in the [DEPARTMENT], [DEPARTMENT], and [DEPARTMENT].
· The retention periods of information contained within system level backups are designed for recoverability and provide a point-in-time snapshot of information as it existed during the time period defined by system backup policies. 
· Backup retention periods are in contrast to retention periods defined by legal or business requirements.
· System backups are not meant for the following purposes:
· Maintain versioned data histories;
· Archiving for individual reference.
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Definitions
1. Backup – the procedure of making extra copies of information in the event originals are compromised.
2. Archive – to transfer data to a less frequently used storage medium 
3. Restore – to reinstate 
4. Verify – ensure request is true, accurate, and justified
5. Disaster – a catastrophic event affecting information services within businesses
Policy

Backup Policy
· The Systems will be backed up according to the schedule below:
· [SERVER NAME]
· Incremental backup [HOURLY/DAILY/WEEKLY/MONTHLY]
· Full backup [DAILY/WEEKLY/MONTHLY]
· Backups will be stored as described below:
· [INCLUDE THE FOLLOWING
· TRANSPORT
· TYPE OF MEDIA
· POLICY FOR HOW BACKUPS ARE SECURED
· WHO CAN ACCESS BACKUPS
· ANY PHYSICAL/VIRTUAL SECURITY MEASURES
· TESTING OF RESTORE BACKUPS
· DISPOSAL POLICY
· VERIFICATION POLICY]
Data Recovery
· In a disaster event, off-site backed up data will be made available to users within [#] business day(s) if the destroyed equipment has been replaced, such as in the event of a theft. 
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· In the event of a non-catastrophic system failure or user error, on-site backed up data will be made available to users within [#] business day(s). 

Restoration Requests
· If event occurs due to accidental deletion or corruption, requests for restoration will be made in writing to [EMPLOYEE NAME].

Data Backup Policy Response Team Responsibilities

	Backup and Data Recovery
	[NAME AND CONTACT INFO]

	Restoration 
	[NAME AND CONTACT INFO]

	Verifications
	[NAME AND CONTACT INFO]

	
	[NAME AND CONTACT INFO]
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